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Abstract: Electronic health records (EHR) improves the quality and
effectiveness of healthcare. The introduction of blockchain opens up new paths
in the development trend of EHR. This review aims to find the developmental
trends of the EHR, blockchain-based EHR and its impact on EHR evolution. A
total of 85 articles published in 2015 to 2021 were selected, addressing the
general development of EHR. Development aspects of EHR addressed by each
were analysed, hence tracing the path taken by each. Researchers for the
betterment of traditional EHR sought to address usability, adaptability, needs of
specialised areas, and patient inclusivity in the workflow, while stressing the
application of EHR for predictive analysis, preventive healthcare, population
health, etc. The literature on blockchain-based EHR contributed to mitigating
the interoperability, promoting data sharing and patient-centric records. While
traditional EHR deepens their reach into healthcare, blockchain-based EHR
broadens the reach of healthcare itself.
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1 Introduction

Health records are crucial in the management of patient’s health data. They ease the
storage of information in a formatted manner, aid in the progress of health practices and
the development of medicine. Electronic medical records (EMR), electronic health
records (EHR) and personal health records (PHR) are various Health records classified
based on the scope of access. EMR is confined to and maintained by the clinic while
EHR is meant for inter-organisation portability and maintenance. Along with EHR data,
PHR consists of much detailed health information of an individual and maintained by
them. From paper-based records to computer-based records, health data has evolved and
has adopted technological advancements for the better.

Further sections detail the evolution of EHR; introduce blockchain and present recent
development trends of EHR against blockchain-based EHR. Figure 1 depicts the basic
organisation of the papers selected for this review.

2 A brief history of EHR

EHR is defined as “any information relating to the past, present or future physical/mental
health, or condition of an individual which resides in electronic system(s) used to capture,
transmit, receive, store, retrieve, link and manipulate multimedia data for the primary
purpose of providing healthcare and health-related services” (Gartee, 2012). Efforts to
digitise health records started around the 1960s. Since then, EHR systems have
progressed, with cautious adoption of technology, in response to the needs of physicians,
political and social influences.
The development of EHR systems can be traced in given periods:

e 1960s — problem-oriented medical records
e 1970s — the dawn of the EHR systems
e 1990s — the internet’s effects on EHR

e 2000s — EHR standardisation and adaptation.

2.1 1960s — problem-oriented medical records

To ease physicians’ efforts in recording and managing patients’ health data newly
developing computer systems were utilised in the 1960s laying the foundation for EHR
systems (Atherton, 2011), referred to as clinical information systems.
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Figure 1 Different classification of papers selected

Surreqy
BlR(]

[oRmen)
$5200Y

Koeanrg

Apqeradoraiuy

ﬁ

|HH paseq
urEgaD0]g

-~

BRI

f

wamdofaaap

SUI2]SAS Y JO SPU2I] AL

OIS 3
&uamw suoneorddy Hﬂnﬂ 4T og
- suonsaEEng
SWR1SAS YHE
[EUOnIpEI],




Broadening of horizons 137

2.2 1970s — the dawn of the EHR systems

The US Government adopted EHR in the 1970s for veteran health services that aided
EHR systems to become fully integrated systems (ICANotes, no date; Atherton, 2011).
This resulted in bulk of sensitive data with no means of secure, affordable and rapid
transmission (ICANotes, no date).

The Institute of Medicine (IOM) in the 1980s identified analysing paper-based
records cumbersome, resulting in the development of Health Level Seven (HL7) to
develop electronic standards aiding different EHR modules to interact with each other
(Atherton, 2011).

2.3 1990s — the internet’s effects on EHR

Advancement and availability of the internet by the 1990s facilitated shareability of EHR.
New capabilities and expansion of EHR led to their commercialisation resulting in Health
Insurance Portability and Accountability Act (HIPPA) to protect patients’ records and
development of EHRs (Atherton, 2011).

2.4 2000s — EHR standardisation and adaptation

Arising security issues with the rapid advancement of the internet required new EHR
systems to be built around safeguards such as physical, technical and administrative
safeguards (ICANotes, no date). Organisations in need of standardisation adopted HL7
International for EHRs development. To facilitate access to patient data through a single
system EHRs were integrated and centralised (Atherton, 2011).

Adoption of EHR leads to greater continuity of care, improved efficiency, better
emergency preparedness and response (Atherton, 2011). Despite the benefits, EHR
systems have multitudes of issues. The adoption rate of EHRs in developed countries is
very higher than in developing countries. Practice of partial usage of EHR and
fragmented patient records across different clinics are prevalent.

3 Brief introduction to blockchain

Blockchain was introduced by Nakamoto (2019) in ‘Bitcoin: a peer-to-peer (P2P)
electronic cash system’. Blockchain is an open, decentralised and distributed ledger that
is P2P based, cryptographically secure, append-only and immutable, i.e., extremely hard
to alter. Blockchain could be defined as an immutable chain of blocks, where block stores
transaction records, secured in an indestructible manner.

3.1 Structure of blockchain

Blockchain is a linear structure of blocks where each block is linked to the previous
block. Blockchain consists of a distributed ledger, P2P network, blocks, consensus
mechanism. Also, new blockchains have smart contracts as well.
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3.1.1 Distributed ledger

The distributed ledger is shared among peers on the blockchain. It is an open ledger, in
the sense that participants can view all the transactions on it and maintain this ledger. The
ledger is made by the blocks linked together like a chain.

3.1.2 Block

The blockchain is made up of blocks; each block has verified transactions, timestamp and
a cryptographic hash of the transactions. Each block is immutably linked to the previous
block using the previous block’s hash. Hash could be understood as a unique digital
fingerprint of the blocks’ data, and even a minute alteration in block data would result in
a very different hash. This property of hash secures the blockchain as any tampering is
easily detected and rectified by peers.

3.1.3 Consensus

Consensus means agreement between peers. This is used for appending a new block to
the chain. There are several consensus protocols of which the popular one is
proof-of-work (PoW), which is the original consensus mechanism used for Bitcoin.
Proof-of-stake (PoS), raft, practical Byzantine fault tolerance (PBFT) are a few
well-known consensus protocols.

3.1.4 P2P network

P2P network is a distributed network, it decentralises the blockchain. Each peer node
simultaneously acts as a server and client.

3.1.5 Smart contracts

Blockchains like Ethereum and Hyperledger have smart contracts which are
self-executing codes. They ensure the enforcement of pre-agreed terms of a transaction.
On the accomplishment of set conditions, a contract will self-execute.

3.2 Key characteristics of blockchain

3.2.1 Decentralisation

P2P network renders decentralisation. A user does not have to rely on any central
authority. All transactions occur directly between the acting parties; these transactions are
recorded in the ledger.

3.2.2 Persistency

Persistency is ensured by the immutability of the ledger and consensus protocol. To make
any changes one needs to go through the entire consensus process for every change.
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3.2.3 Pseudonymity

Pseudonymity is achieved by using public key infrastructure, the user is provided with a
pair of private and public key. The public key is used as the user ID of an individual. This
ID is used for transactions; a unique address is generated for each transaction.

3.2.4 Auditability

Auditability is ensured as all the transactions are logged on a shared ledger. Users on the
blockchain can view all the transactions from this ledger and verify them with others.

4 Current status of EHRs

The term traditional EHR will be used to refer to the corresponding literature which do
not use blockchain. Articles published in Springer, IEEE and Elsevier are given
preference. Literature that addresses and depicts the current work on EHR is screened by
the title, abstract and conclusion presented. Works that contributed towards development
of EHR in general were chosen in screening. A total of 41 articles are selected for
traditional EHR, of which three are conference papers and 38 are journal articles.

4.1 Suggestions for EHR betterment

Implementing an EHR is often greeted by resistance as any change gets when replacing
an existing system promoting successful implementation.

Table 1 Factors effecting EHR implementation

Reference Factors

Sidek and Martins Identified six factors: usability of the system, emergent behaviours,

(2017) requirements analysis, training, change management, and project
organisation.

McCrorie et al. (2019)  Preparedness for EHR use mitigates perceived threats to quality and
safety of care

Khajouei et al. (2017) Found that heuristic evaluation and cognitive walkthrough are
similarly efficient in finding usability issues but differ in severity of
those issues.

McDowell et al. (2017) Temporary increase in efficiency on deploying new HER.
Matthews (2017) Identified barriers to EHR integration into behavioural health.

Table 1 presents factors that affect implementation and usage EHR to their full extent.
Suggesting towards changes or issues to be considered for better or successful EHR
usage. Concerns of the disruption caused by the new EHR system (Jacobs et al., 2019)
are for a short span while the benefits are long-term. Preparing staff in-advance in using
EHRs mitigates quality and safety concerns of patient care (McCrorie et al., 2019),
promoting successful implementation.
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Table 2 Suggestions from research articles for improving EHR

Reference Suggestions from research articles

Agboola et al. (2017) Suggests combining EMR and PERS for improving health outcomes.

De Hoon et al. (2017) Recording of adverse events of medication for enhanced patient
safety.
Adenuga et al. (2015) Identified integration and interoperability issues; architecture for

eHealth in developing countries to enhance healthcare delivery.

Namulanda et al. (2018)  Better surveillance of rare diseases, prevalent health conditions or
risk factors for health outcomes at a finer geographic level.

Van Hoeven et al. Identified and developed approach assures data quality and

(2017) enhancement of multi-sourced data with increased transparency and
reliability.

Bollaerts et al. (2019) Demonstrated practical feasibility of near real-time monitoring of

vaccination coverage; test the feasibility of near real-time monitoring
of vaccination coverage, benefits and risks based on multiple EHR
databases.

Savoy et al. (2019) Patient-centred Ul supporting referral process

Plastiras and O’Sullivan  Proposed middleware solution with number of advantages;

(2018) Developing information model extension to facilitate exchange of
patient generated health data (PGHD) and observations of daily
living (ODL) between PHR and HER.

Day et al. (2019) Feasible to implement a decision aid directly into users’ standard
EHR; tested feasibility and benefits of integrating mobile apps into
EHR workflow.

Liang et al. (2020) Proposed a multi-source order-preserving encryption (MSOPE)

scheme for cloud-based eHealth systems which enables doctors to
perform privacy-preserving range queries over encrypted EHRs from
multiple patients.

Goldstein et al. (2020) Identified need for protecting adolescent data, room for innovation
and improvement of confidentiality.

Blijleven et al. (2019) Aids in identifying, analysing and resolving EHR workarounds;
Develop a conceptual framework, SEWA, addressing challenges of
studying workarounds emerging from EHR system usage.

Kasthurirathne et al. Design and develop a FHIR API for OpenMRS for improving
(2015) interoperability.

Karapiperis et al. (2019) A novel framework for privacy-preserving large-scale linkage of
EHRs; privacy preserving.

Zive et al. (2016) Address completion errors and streamline documentation and
availability of physician orders for life sustaining treatment (POLST)
forms in EHR ePOLST; improved workflow efficiency, effective
completion of error free forms.

Usability of an EHR is the evaluation of ease, effectiveness and satisfaction on using
such systems. In evaluation of usability of healthcare information systems (HIS),
cognitive walkthrough (CW) is preferable for identifying learnability of system for
novice users while heuristic evaluation (HE) is better at detecting dissatisfaction for
experienced users (Khajouei et al., 2017). Diagnostic outcomes are affected by barriers to
EHR usability and communication gap between clinicians and diagnostic services
(Murphy et al., 2019). Kaipio et al. (2020) studied end-user EHR usability experiences
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finding that EHRs could be bettered by considering the perspective of end-users, i.e.,
nurses and physicians to improve patient safety and quality of care.

For improving patient care in EHR, uniform recording of adverse events and creation
of a learning health system could prevent potential damage to patients’ health (De Hoon
et al., 2017). Whereas, integrating mobile app into EHR workflow could aid in patient
engagement and improve shared decision making (Day et al., 2019).

Table 3 Different issues addressed by the selected literature on traditional EHR

Solutions References Total number
provided of references
Interoperability ~ Adenuga et al. (2015), Kasthurirathne et al. (2015) and 3
Plastiras and O’Sullivan (2018)
Quality Raval et al. (2015), Zive et al. (2016), Van Hoeven et al. 7
(accuracy, (2017), Ben Hassen et al. (2019), McCrorie et al. (2019),
efficiency) Suresh and Florence (2019) and Liang et al. (2020)
Security Eom et al. (2016) and Liang et al. (2020) 2
Privacy Karapiperis et al. (2019), Li et al. (2019), Suresh and 4
Florence (2019) and Liang et al. (2020)
Improvement Adenuga et al. (2015), Kasthurirathne et al. (2015), 17
factors/ Mishuris et al. (2016), Agboola et al. (2017), Matthews
suggestions (2017), De Hoon et al. (2017), Khajouei et al. (2017),
Namulanda et al. (2018), Plastiras and O’Sullivan (2018),
McCrorie et al. (2019), Murphy et al. (2019), Savoy et al.
(2019), Blijleven et al. (2019), Bollaerts et al. (2019), Day
et al. (2019), Karapiperis et al. (2019) and Kaipio et al.
(2020)
Application of ~ Raval et al. (2015), Wang et al. (2015, 2020), Militello 20
EHR in/with et al. (2016), Zive et al. (2016), Butt and Shan (2016),
new areas Amoah et al. (2017), McDowell et al. (2017), Van Hoeven
et al. (2017), Bruland et al. (2018), Chatzakis et al. (2018),
Ben Hassen et al. (2019), Nguyen et al. (2019), Zhao et al.
(2019), Day et al. (2019), Hong et al. (2019), Jacobs et al.
(2019), Li et al. (2019), Yoo et al. (2020) and Ingram et al.
(2020)
Transparency Van Hoeven et al. (2017)
Access control  Eom et al. (2016) and Suresh and Florence (2019) 2

EHR development and effectiveness could be improved by Educating emerging health
professionals regarding EHR development and design (Matthews, 2017), as well as
addressing mismatch between end user and vendor perspective (Sidek and Martins,
2017). Table 2 presents suggestions for improving EHR from relevant articles included in
the review.

Care of vulnerable groups such as adolescents, older and near end of life patients
require special attention. Confidentiality of adolescents’ data be ensured by standardised
and comprehensive framework regarding electronic access of data (Goldstein et al.,
2020). Using fall alert system for older patients in combination of EMR data (Agboola
et al., 2017), electronic physician orders for life-sustaining treatment (ePOLST) Form
completion system for near end of life patients could be effective for efficient care (Zive
et al., 2016). Table 3 presents the issues that are addressed by selected literature.
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Despite EHRs being around for a long time and progressing, they are not adopted by
all instead, workarounds are employed. Blijleven et al. (2019) developed sociotechnical
EHR workaround analysis (SEWA), a conceptual framework to study EHR workarounds
to improve patient safety, effectiveness of care, and efficiency by identifying, analysing,
and resolving workarounds.

4.2  Public health

EHR systems, when used broadly, benefit and contribute to public health. EHRs aid
monitoring public health such as vaccination coverage Bollaerts et al. (2019) tested the
feasibility of near real-time monitoring of vaccination coverage, benefits and risks
focussing on timeliness, i.e., data latency of data capture. Affirming the use of EHR as a
tool for measuring population health outcomes Amoah et al. (2017) used EHR data to
assess seasonality-based trends of blood pressure over patient population highlighting a
more significant association with the increased proportion of diabetic patients. Whereas
Namulanda et al. (2018) tested the use of EHR in surveillance of public health using pilot
projects focusing on non-communicable rare diseases.

4.3 Application

Combining EHR with other technologies provide insights to patients’ health. In Table 5
papers that incorporate such technologies with EHRs are presented. Multi-sourced data
provide much better information due to variations in form and kind. Addressing potential
data inconsistency, Van Hoeven et al. (2017) identified existing frameworks for EHR
data and selected concepts for validating collected data. Whereas, Li et al. (2019)
implemented distributed noise contrastive estimation (distributed NCE) to access
multiple EHR data while maintaining the privacy make predictions on underlying
conditions of patients health and potential threats.

On a large scale, EHRs could be levied to benefit the patient population. Ingram et al.
(2020), Wang et al. (2020) and Hong et al. (2019) applied various algorithms for
classifying patient EHR data into similar health conditions. Facilitating easy
identification of practices that promote health and patterns that could lead to or further
the condition.

Early detection of chronic diseases provides scope to control or limit its’ severity. To
predict the onset of type 2 diabetes Nguyen et al. (2019) implemented a novel wide and
deep feed-forward neural network. While Mishuris et al. (2016) proposed integration of
external health data generated by patients through their devices like Fitbit, capture their
daily activity into EHR. Chatzakis et al. (2018) developed CDSS integrated EHR for
early-stage pediatric cardio vascular (CV) disease screening. Monitoring and logging of
personal activity consistently will provide a better picture of an individual’s health. This
in-turn enhances the effectiveness and quality of healthcare. Table 4 presents articles that
are applying EHR in new ways or utilising new methods on EHR. Providing an insight to
the general areas where EHR have focused on recent times.

Promoting usability, Butt and Shan (2016) developed CyberCare user-friendly health
information management system with support for voice navigation, medical image
processing and analysing ability. Ben Hassen et al. (2019) developed an eHealth system
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based on IoT and fog computing for monitoring elderly health. Table 5 presents
technologies used with EHR systems aiding in creation, monitoring, learning and storage.

Table 4 Tabulating papers on application of EHR

References

Applications and relevant areas

Chatzakis et al. (2018)

Namulanda et al.
(2018)

Ben Hassen et al.
(2019)

Bruland et al. (2018)
Murphy et al. (2019)

McDowell et al. (2017)

Van Hoeven et al.
(2017),

Zhao et al. (2019)

Amoah et al. (2017)

Yoo et al. (2020)
Hong et al. (2019)

Ingram et al. (2020)
Lietal. (2019)
Jacobs et al. (2019)
Day et al. (2019)
Nguyen et al. (2019)

Wang et al. (2020)
Militello et al. (2016)

Wang et al. (2015)
Butt and Shan (2016)

Raval et al. (2015)

Integrated CDSS supporting cardio vascular disease screening.

Bettering rare disease surveillance, prevalent health condition or risk
factors for health outcomes at a finer geographic level.

Efficient low cost e-health system using IoT and android app for
monitoring elderly health.

Feasible support to multicentre studies and workflow optimisation.

Identified total testing process (TTP) reliability issues, barriers and
facilitators in EHR-enabled care.

Identified temporary increase in work efficiency on new EHR
introduction.

Identified that developed approach assures data quality and
enhancement of multi-sourced data with increased transparency and
reliability.

Improved performance compared to state-of-art, associative attention
networks to identify relevant contextual information for a specific
entity pair from EHRs using NLP.

Identified cyclic trends in BP control, potential of EHR as a
measuring tool of population health outcomes.

User-friendly mobile app with overall epilepsy management.

Improved portability of phenotyping, enhanced reproducibility and
interpretability of ML based phenotyping algorithms.

Found that a simple algorithm could be used for stratifying entire
patient population.

Implemented distributed predictive model with privacy protection,
stand-alone python library.

Measured long-term effects of EHR on patient processes in
radiotherapy.

Feasible to implement a decision aid directly into users’ standard
EHR, tested feasibility and benefits of integrating mobile apps into
EHR workflow.

State of art ML algorithm, optimised diabetes prediction.
Effectively identifies disease clusters based on latent patterns in HER.

Comprehensive and unified view of patients’ health, improved
service, VHR and better support.

Self-learning system, intelligent EMR

Voice navigation system, medical image processing and analysing
ability, and interactive calendar.

Quality improvement (improved accuracy, increased efficiency) and
safety.
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Table 4 Tabulating papers on application of EHR (continued)

References

Applications and relevant areas

Zive et al. (2016)

Eom et al. (2016)

Mishuris et al. (2016)

Suresh and Florence

(2019)

Improved workflow efficiency, effective completion of error free

forms.

Secure patient-controlled health data scheme with provision for

emergency data access by staff.

HER.

Provided an efficient and effective way to integrate external data to

Proposed a novel diversified access control framework composed of

user usage based encryption (UUBE) which is normally based on the
searchable encryption scheme resulting reduced key management,

better privacy, scalability and efficiency.

Table 5 Other technologies used with EHRs

Technology

Total number

used Reference of references
Mobile Raval et al. (2015), Eom et al. (2016), Mishuris et al. (2016), 8
Zive et al. (2016), Plastiras and O’Sullivan (2018), Ben Hassen
et al. (2019), Day et al. (2019) and Yoo et al. (2020)
IoT Ben Hassen et al. (2019) 1
Cloud Eom et al. (2016), Mishuris et al. (2016), Ben Hassen et al. 6
(2019), Suresh and Florence (2019), Liang et al. (2020) and Yoo
et al. (2020)
ML/deep Wang et al. (2015, 2020), Hong et al. (2019), Li et al. (2019), 6
learning Nguyen et al. (2019) and Zhao et al. (2019)
NLP Hong et al. (2019) 1

Table 6 Healthcare fields where these papers have contributed

Type of Total number
application Reference of references
Clinical care Wang et al. (2015), Mishuris et al. (2016), Agboola et al. 10
(2017), Amoah et al. (2017), Matthews (2017), Chatzakis
et al. (2018), Ben Hassen et al. (2019), Hong et al. (2019),
Zhao et al. (2019) and Yoo et al. (2020)
Public health Amoabh et al. (2017), Namulanda et al. (2018) and 3
Bollaerts et al. (2019)
Clinical research  Bruland et al. (2018) and Li et al. (2019) 2
Epidemiology Bollaerts et al. (2019) and Wang et al. (2020) 2
research
Management Raval et al. (2015), Butt and Shan (2016), Eom et al. 11
(2016), Sidek and Martins (2017), Khajouei et al. (2017),
Plastiras and O’Sullivan (2018), Ben Hassen et al. (2019),
Bollaerts et al. (2019), Jacobs et al. (2019), McCrorie et al.
(2019) and Savoy et al. (2019)
Clinical Day et al. (2019), Karapiperis et al. (2019), Ingram et al. 4
informatics (2020) and Yoo et al. (2020)
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4.4 Patient-centric/controlled

Patient is the central entity around whom healthcare functions. With this respect few
articles provide patient centric solutions. Such as Savoy et al. (2019) designed a cognitive
framework that identifies the needs of information for referring primary care providers
(PCPs) based on patient-centred displays. Eom et al. (2016) proposed a patient-controlled
attribute-based encryption (PC-ABE) providing patient control over their health data with
time-sensitive access grant. Similarly, Suresh and Florence (2019) implemented a novel
access control framework based on user usage-based encryption (UUBE). In Table 6
presents various fields of healthcare selected literature has contributed.

5 Blockchain-based EHRs

Research articles focussing on utilising blockchain solutions for EHR systems were
screened preferable from Springer, Elsevier and IEEE. A total of 44 articles are chosen of
which 13 are conference papers while 31 articles are from journals. The selected
literature on blockchain based EHR do not focus on replacing legacy EHR. Most of the
publications propose to use blockchain over or along with legacy EHR for health record
sharing, logging of access or other operations over data, decentralised data management,
patient-controlled records, secure integration of patients’ data via body sensors or [0Ts,
integration of existing with other systems. Table 7 presents an overview of the proposed
architectures in selected articles for this study.

Table 7 Overview of the issues addressed by blockchain based EHR solutions in selected
literature

Reference Application s}llzzi?:zg Storage f;;;isl Privacy
Tripathi et al. (2020) S2HS - Cloud - Yes
Roehrs et al. (2017) OmniPHR Yes EHR database - -
Azaria et al. (2016) MedRec Yes Off-chain Yes -
Fan et al. (2018) MedBlock Yes Database Yes Yes
Zhang et al. (2018) FHIRChain Yes Database - -
Xia et al. (2017) MedShare Yes Cloud Yes -
Dagher et al. (2018) Ancile - EHR database Yes Yes

A significant part of literature utilises smart contracts exclusively for specialised
purposes in addition to basic blockchain architecture. Such papers are separately
presented to highlight smart contracts also enhance the functionality of blockchain.

6 Blockchain-based contribution to EHR

Here published articles utilising blockchain architecture with EHR are discussed as noted
in Table 8. Blockchain is used in EHR to achieve what traditional EHR systems lacked or
were not effective in decentralised architecture. Those fields were excluded which
depended inherently on blockchain’s integral properties.
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Table 8 Reason for use of blockchain
Blockchain References Total number
used for of references
Data sharing Azaria et al. (2016), Yue et al. (2016), Zhang et al. (2016, 15

2018), Xia et al. (2017), Roehrs et al. (2017), Chen et al.
(2018, 2019), Fan et al. (2018), Griggs et al. (2018), Liang
et al. (2018), Wang et al. (2018, 2019), Wu et al. (2019)
and Tanwar et al. (2020)

Access control  Azaria et al. (2016), Yue et al. (2016), Brogan et al. (2018), 13
Zhang and Poslad (2018), Dagher et al. (2018), Fan et al.
(2018), Guo et al. (2019), Nortey et al. (2019),
Radhakrishnan et al. (2019), Shahnaz et al. (2019), Tanwar
et al. (2020), Li et al. (2021) and Saberi et al. (2022)

Integrity Kleinaki et al. (2018), Liang et al. (2018), Choudhury et al. 8
(2019), Nortey et al. (2019), Shahnaz et al. (2019), Tian
et al. (2019), Tripathi et al. (2020) and Chelladurai et al.
(2021)

Privacy Yue et al. (2016), Liu et al. (2017), Badr et al. (2018), Fan 12
et al. (2018), Hussein et al. (2018), Liang et al. (2018), Sun
et al. (2018), Choudhury et al. (2019), Wang
et al.,(2019), Nortey et al. (2019), Tian et al. (2019) and
Tripathi et al. (2020)

Confidentiality ~Wang and Song (2018), Zhang and Poslad (2018), Cao 4
et al. (2019) and Chen et al. (2019)
Security Yue et al. (2016), Xia et al. (2017), Liu et al. (2017), Badr 17

et al. (2018), Brogan et al. (2018), Wang and Song (2018),
Zhang and Poslad (2018), Dagher et al. (2018), Griggs

et al. (2018), Hussein et al. (2018), Sun et al. (2018), Wang
et al. (2019), Guo et al. (2019), Radhakrishnan et al.
(2019), Shahnaz et al. (2019), Tanwar et al. (2020) and
Tripathi et al. (2020)

Interoperability  Azaria et al. (2016), Roehrs et al. (2017), Brogan et al. 9
(2018), Dagher et al. (2018), Talukder et al. (2018), Zhang
et al. (2018), Nortey et al. (2019), Wu et al. (2019) and
Reegu et al. (2021)

Transparency Nortey et al. (2019) and Tripathi et al. (2020) 2

6.1 Interoperability

Heterogeneous systems in healthcare generate various forms and formats of data for a
patient. The ability of different devices to exchange, understand and utilise data among
them is interoperability. To promote interoperability Kaur et al. (2018) proposed moving
all healthcare data from healthcare stakeholders to blockchain cloud warehouse while
maintaining the record hash and location pointers on a blockchain.

While others focused using blockchain over legacy systems and applying existing
standards for interoperability. Roehrs et al. (2017) proposed OmniPHR using openEHR
standard for converting data from different sources to connect different health data
standards. Integrating with existing systems (Azaria et al., 2016) MedRec supports open
standards for health data exchange like FHIR and flavours of HL7. Zhang et al. (2018)
implemented FHIRCHain based on HL7 FHIR norms while Wu et al. (2019) developed
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patient-centric EHR using a novel framework based on blockchain. Established standards
for interoperability ensure proper exchange and interpretation of data, Table 9 enlists the
standards used by researchers in the literature selected.

Table 9 Standards applied for interoperability

Reference Standards used in the selected literature
Brogan et al. (2018) FHIR, LOINC

Azaria et al. (2016) HL7 FHIR, HIPAA

Roehrs et al. (2017) OpenEHR, HL7 FHIR, HIPAA, SNOMED
Zhang et al. (2018) HL7 FHIR

Talukder et al. (2018) CD and SNOMED

Dagher et al. (2018) HIPAA

Wu et al. (2019) HL7 FHIR

Wearable technology and smart devices emerged as efficient personal activity monitoring
devices. Identifying their effective usage, Brogan et al. (2018) utilised this health data,
converted to standard format by coupled fast healthcare interoperability resources (FHIR)
and logical observation identifiers names and codes (LOINC). Such activity data provides
a much dense estimation of individuals’ health level. Interoperability is affected by
advances in technology; Table 10 lists the identified technologies that were used in the
selected literature:

Table 10  Involving other technologies

Total number

Technologies References of references
Mobile Zhang et al. (2016), Roehrs et al. (2017), Brogan et al. (2018) 4

and Liang et al. (2018)
IoT Badr et al. (2018), Brogan et al. (2018), Griggs et al. (2018), 6

Talukder et al. (2018), Islam and Young Shin (2020) and
Tripathi et al. (2020)

Cloud Yue et al. (2016), Xia et al. (2017), Liu et al. (2017), Badr 13
et al. (2018), Chen et al. (2018), Kaur et al. (2018), Talukder
et al. (2018), Wang and Song (2018), Cao et al. (2019), Wu
et al. (2019), Rahman et al. (2019), Wang et al. (2019) and
Islam and Young Shin (2020)

ML/deep Liu et al. (2017), Choudhury et al. (2019) and Yong et al. 3
learning (2020)
NLP Roehrs et al. (2017), Talukder et al. (2018) and Choudhury 3

et al. (2019)

6.2 Privacy

Health data is sensitive, maintaining its security and privacy is crucial. Deviation from
established security standards could lead to data leak. Liang et al. (2018) and Choudhury
et al. (2019) use Hyperledger fabrics’ private channels to provide privacy. Apart from
this researchers have explored other methods such as Badr et al. (2018) proposed a novel
protocol pseudonym based encryption with different authorities (PBE-DA) for a
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multi-tiered blockchain, to preserve the privacy of patient in such environment. Hussein
et al. (2018) utilised a discrete wavelet transform to generate a new key format to better
data privacy in data sharing. To maintain privacy and the availability of data (Tian et al.,
2019), shared key was used based on sibling intractable function families (SIFF) between
patient and doctor after diagnosis.

Yue et al. (2016) proposed an app healthcare data gateway (HDG), allowing
patient-owned data to be controlled and shared based on the purpose of the data request
by the requestor. This facilitates access to data while preserving privacy for purposes
such as research or references.

6.3 Access control

Access control ensures authorised access to data; the data owner provides such
authorisation. Liang et al. (2018) proposed user-centric mobile healthcare application
with Hyperledger fabric logging data requests and a user-defined access control list
(ACL) for approving data requests. Yue et al. (2016) proposed a system of sharing
records securely while maintaining privacy based on purpose-centric, time-limited
access-control by the patient. Similarly, to cater requests Zhang and Poslad (2018)
proposed granular access control with varied levels of access for different levels of users.

Table 11  Access control solutions provided by the articles in selected literature

Reference How achieved

Brogan et al. (2018) Public, private and restricted modes for access control using
multi authenticated messaging (MAM) channels.

Azaria et al. (2016) Smart contract holding record ownership and permissions data
under patient control.

Shahnaz et al. (2019) Contracts defining roles and corresponding permitted operations
on the records.

Yue et al. (2016) Proposed a indicator centric schema (ICS) model based
purpose-centric access control

Fan et al. (2018) A simple access control scheme utilising signatures and search-
compare method facilitating access.

Dagher et al. (2018) Record specific permissions contract holding interacting node
addresses and respective level of access.

Zhang and Poslad (2018) Proposed a flexible granular access authorisation supporting
flexible queries without requiring public key infrastructure.

Guo et al. (2019) Applied attribute based access control (ABAC) on EHR data

with patient defined ACL to validate access requests.

Tanwar et al. (2020) Smart contracts empowered patient access control scheme with
all access granting and revoking rights.

Nortey et al. (2019) Access control policies defined smart contracts for patient
authorised party access records.

Radhakrishnan et al. (2019)  Applied a access management layer for ensuring access control.
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For events concerning emergencies, Brogan et al. (2018) used masked authenticated
messaging (MAM) module for access control to keep transaction data private, with
emergency event access provisions. Table 11 present the articles focussing on access
control solution and the way it is achieved.

6.4 Data sharing

Blockchain’s use for data sharing is preferred by researchers as shown in Table 12, given
its inherent security features. Most of the researchers have preferred blockchain layer
over legacy EHRs or cloud storage for sharing while Tanwar et al. (2020) employs
Hyperledger-based EHR ledger. Xia et al. (2017), Chen et al. (2018, 2019), Liang et al.
(2018), Wang et al. (2019) and Wu et al. (2019) utilise cloud for EHR storage, Table 12
identifies such usage, while blockchain is used for data sharing. Similarly, Roehrs et al.
(2017), Griggs et al., 2018 and Zhang et al. (2018) use EHR database storage, data
sharing across such databases powered by blockchain. Further blockchain is used for
logging the requests for EHR access, location-pointer of EHR and hash of such records
ensuring integrity. Compared to traditional EHR, preference is given to patient authorised
data sharing similar to access control (Yue et al., 2016; Fan et al., 2018; Quaini et al.,
2018; Wang et al., 2019).

Table 12 Tabulating articles on data sharing

References Summarised description

Azaria et al. (2016) Access of offchain local database data via usage of smart contracts with
access control.

Chen et al. (2018) Patient defined access control over data sharing for records stored in
cloud under the chain.

Liang et al. (2018) User-centric personal health data sharing scheme with user-defined
access control.

Zhang et al. (2018) Applied HL7-FHIR standard for sharing clinical data.

Xia et al. (2017) Medical data sharing between cloud service providers with access
control and action logging.

Yue et al. (2016) Patient own, control and share their data easily and securely without
violating privacy.

Fan et al. (2018) Record sharing scheme between authorised users with access control
and encryption strategy ensuring security and privacy.

Wu et al. (2019) Applied a scheme of cross-enterprise document sharing (XDS).
Chen et al. (2019) EHR sharing scheme with searchable encryption.
Tanwar et al. (2020)  Chain code based sharing scheme with access control policy.

Wang et al. (2019) Data sharing between medical institutes with keyword searchable
encryption and conditional proxy re-encryption.
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7 Smart contracts

Smart contracts are a great addition to blockchain, simplifying contracts for usage within
the blockchain. Automation achieved by their usage makes speedier execution,
effectively eliminating the need for intermediaries. Exploitation of smart contracts in
blockchain-based EHRs is presented in further sections. Table 13 presents the identified
usage of smart contracts in selected literature.

Table 13 Use of smart contracts

Total number

How used References of references
Automated data  Griggs et al. (2018), Zhang et al. (2018), Choudhury et al. 5
evaluation and (2019), Rahman et al. (2019) and Yong et al. (2020)
standardisation
Access control Azaria et al. (2016), Xia et al. (2017), Yang and Li 15
(2018), Zhang et al. (2018), Dagher et al. (2018),
Talukder et al. (2018), Choudhury et al. (2019), Guo et al.
(2019), Nortey et al. (2019), Shahnaz et al. (2019), Wu
et al. (2019), Tanwar et al. (2020), Li et al. (2021), Saberi
et al. (2022) and Kaur et al. (2021)
Data masking Dagher et al. (2018) 1
Security Dagher et al. (2018), Choudhury et al. (2019) and Islam 3
and Young Shin (2020)
Data sharing Chen et al. (2019)
Data integrity Kleinaki et al. (2018) and Choudhury et al. (2019) 2

7.1 Automated data evaluation and standardisation

Researchers have applied smart contracts for evaluating and recording collected data
(Griggs et al., 2018), monitoring vaccination process and supply management (Yong
et al., 2020). For assured availability and secured data while system upgradation
processes (Zhang et al., 2018), automated standards based validation of transactions
(Rahman et al., 2019) and to enforce adherence to the clinical trial protocol (Choudhury
etal., 2019).

7.2  Access control

Access control is the most worked on aspect of health records based on blockchain.
Dagher et al. (2018) uses multiple contracts for entire possible scenarios from ID
management, relationship, ownership, permission management ensuring authorised
access to records. Similarly Guo et al. (2019) uses smart contracts with ACL, while
Nortey et al. (2019) used predefined rules for authorised access of data via channels.
Azaria et al. (2016), Yang and Li (2018), Zhang et al. (2018) and Tanwar et al. (2020)
used smart contract for recording ownership and relevant permissions. Blockchain
logging actions performed on data with the user controlling the access rights.
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Limiting unauthorised third party access, Shahnaz et al. (2019) used a role-based
assignment of access to data to known entities with defined access rights. Apart from the
access list, Xia et al. (2017) used contracts to monitor actions performed on requested
data, similarly, Wu et al. (2019) implemented patient-controlled access rights. Whereas,
Talukder et al. (2018) used shared keys for access to data coupled with time-bound
access enforced by contracts and Choudhury et al. (2019) used smart contracts along with
channels for consent management.

7.3 Data sharing

Smart Contracts are employed in data sharing as they aid secure transfer of record
between concerned parties. In this regard smart contacts are used to facilitate sharing of
records while maintaining the search query of authorised access publicly available (Chen
et al., 2019), as well as monitor the legal usage of data shared over cloud service (Xia
etal., 2017).

8 Discussion

This review explored contemporary literature on traditional EHR and blockchain-based
EHR, tracing the course taken by each. On observing the areas stressed in the literature, it
is evident that traditional EHR extends the depths of healthcare, whereas
blockchain-based EHR broadens the reach of healthcare.

Traditional EHR stresses feasibility, refinement and application of EHR in different
aspects of healthcare. Researchers attempted to address the needs of healthcare, refine
EHR to cater to the specialised needs, improve the usability and promote adoptability.
Application of EHR to improve decision support and preventive healthcare is given equal
value. Various popular technologies are integrated into EHR to facilitate the exploitation
of those for the betterment of EHRs.

Blockchain-based EHR levied the capabilities of the uprising technology to broaden
the horizons of EHRs. Blockchains’ properties used for opening barriers of traditional
EHR such as secure sharing of health records confined to silos. Patient inclusion in
health-record management is promoted vastly, stressing on patient-owned and controlled
records. Access-control and interoperability are stressed on. Like traditional EHR
literature here, other technologies such as IoT, mobile, and cloud have also been used
equally.

From the review, an understanding of the current trends of EHR development is
achieved. This directs to the future possibilities of integrating blockchain to enhance
EHR systems reach and functionality. In this context, future directions could be enlisted
as:

e Utilising blockchain for fully decentralised EHR systems: a blockchain based fully
decentralised EHR would have greater functionality and benefit over a centralised
EHR. That is a desirable and eventual developmental phase for EHR. Blockchain
based EHR might further be applied to achieve universal linking of healthcare
systems for better response and exchange of data. Such a system would be effective
in a situation like the current pandemic.
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e Development of patient centric and patient inclusive healthcare solutions: compared
to traditional EHR, blockchain based EHR solutions are patient centric and include
them in healthcare processes. Personalised patient education for better personal
health practices, management as well as understanding and logging of the adverse
events could be achieved in future blockchain based EHR.

e Greater interoperability and secure data sharing: for traditional EHR
interoperability and data sharing is a significant issue. Blockchains’ usage to address
these issues is seen in this review. On a wider scale further works for universal
secure access of EHR coupled with greater interoperability, capable of linking with
upcoming and widespread smart devices is a need.

e Cost effective healthcare solution: healthcare is essential for the populace and it
often tends to be costly. Effective health solutions are limited to the locality of the
patient. Blockchains based EHR has the potential to eliminate that constraint. It is a
challenging task to avail globally existing best practices to a patient in a cost
effective manner irrespective of geographic locality.
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